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Me

* Gerhard /ikarus
* Pentester, hacker, researcher, IT/HW/RF security enthusiast

* Especially interested in hardware hacking and wireless systems
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Agenda

What is this talk about and what not
RFID/NFC basics

Some details about MIFARE Classic and Legic Prime

Examples and anecdotes of broken systems
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What is this talk about

* Whatisitabout
RFID/NFC hacking

Broken and old technologies

Stories and lessons learned from analyzing proprietary systems
* Whatisit NOT about

New and complicated hacks

EMV (credit cards, giro cards, Google/Apple Pay, etc.)
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RFID/NFC basics

* RFID

Radio-Frequency Identification

RFID
Everything related to wireless identification

« NFC
Near Field Communication

Collection of standards and technologies
(passive 13.56 MHz RFID tags, typically ISO
14443, 1S0O 15693, FeliCA)
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Some fundamental differences

Frequency
13.56 MHz

125 kHz (+/-)

Power
Passive

Active
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RFID/NFC technologies (extract)

13.56 MHz 125 kHz (+/-)
MIFARE Classic * EM4xxx
MIFARE DESFire EV1 /EV2 *  HID Prox
MIFARE Ultralight / C * Hitagl/2/S
Legic Prime / Advant * T55xx
NTAG 203 * Viking
Sony FeliCa - FDX-B
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NFC Forum NDEF Messages
Type 1 Tag Type 2 Tag Type 4 Tag Type 3 Tag

IS0 14443 ISO 14443 LLCP
A-4 B-4 (Peer 2 Peer)

FeliCa /

ISO 14443 JIS X 6319-4
R e s s
1SO 18092
ISO 14443 A-2 / ISO 18092 15031_-;443

https://en.wikipedia.org/wiki/Near-field_communication#/media/File:NFC_Protocol_Stack.png
CC BY-SA 4.0, Erik Hubers
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MIFARE Classic
&
Legic Prime
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MIFARE Classic

MIFARE is a series of chips by NXP (Classic, DESFire, Ultralight, etc.)
Memory is divided into sectors and blocks

Data can be protected with keys

MIFARE Classic security is broken (since 2007!)

MFC security got an updated around 2010 and was broken again
around 2013/2015

Proxmark3 (and other tools) can recover the keys
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10:54 @

Dump Editor (UID_F4D476B9...

97 7B93 423D 8804 00 43 28 2C E6 00 0C 02 08|.

0102030405000000090A0BOCODOESO 79

110909200112016F41249F091166 08 3F|. . .
E251A9DA734D63C78900322C9C BB ES 3F|.

00 00 0000 FFFFFFFF 00 0000 00 00 FF 00 FF
0000 00O FFFFFFFF0OO 00000000 FF 00 FF
0000 00000000000000000000000000FF
38415608190C40F78B009248F94B91 22

TypeMifare
Size 1024 Bytes

. 7|UID 977B9342
/|SAK 88

ATQA 0400
NameMifare Classic 1K

12010B0907 D9 OE 1D 00 00 00 00 00 00 60 23
12010B0907 D9 OE 1D 00 00 00 00 00 00 00 23
00000000 0000000000000000000000FF

D2B5019A335672D7880081543ACE3433|. ...

310820 1530000000 0E000000003000FD
3100000021 054030300000000067915C

0103201534 F8B8B4 930000000000 009B|.

2A3166C25A1B70F78800E4 2451 AB0OC 44

313034353031323030303009116608BA
313034353031323030303009116608BA
00000000 00000000060000600000000000

10450120000. .f..
10450120000..°F..

851DE7BC5BA470F788002748A4D9EL 7A|. . . .

Sector: 0

FADA476BOEF88040047C11E6645005005
00000000000000000000000000000000
00000000000000000000000000000000
FFFFFFFFFFFFFFO78069F FFFFFFFFFFR

[CENCR & RUKIRA

B <

Sector: 1

00112233445566778899AABBCCDDEEFF
FFEEDDCCBBAA99887766554433221100
00112233445566778899AABBCCDDEEFF
1122334455660A55AF00

Sector: 2

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
BBB EB

8A6F740475908BFB8A6F740400FFO0FF
FFFFFFFFFFFFFF078069FFFFFFFFFFFF

Sector: 3

FF
320000000004CC00006213000067 10DE
CCCCCCCCCCCeeDeCeDDCDCCCCCCccce
FFFFFFFFFFFFFF078069FFFFFFFFFFFF

Sector: 4

313131343030303030303019076608B4
313131343030303031323317076608B4
00000000000000000000000000000000
FFFFFFFFFFFFF78F0000000000000000

Sector: 5

303030303038313100000000000000AB
000000000000000FF000000000000000
00000000000000000000000000000000
FFFFFFFFFFFF7F078800FFFFFFFFFFFF

Sector: 6

8A6F740475908BFB8A6F740400FF00FF

Caption: (Update Colors)
UID & Manufinfo | ValueBlock | KeyA | KeyB | ACs

< [




Legic Prime

Legic is a series of chips (Prime, Advant)

Not compatible with NFC/smartphones, but 13.56 MHz
Memory is divided into segments

Legic Prime security is broken (since 2008!)

Proxmark3 (and other tools?) can read/write data
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Tag Information

: System Area
¢ 41 MSN: 8B 23 9B MCC: CE ( ok )
: 60000 (60 ea) Token Type = IM-S (OLE
= 15 WRC = 1 RD = 1 SSC = FF
Remaining Header Area
00 00 00 11 04 89 CO 064 CO DD 83 00 00

User Area

Segment.
Raw header.... 0x16 0x40 Ox0A 0x30
Segment len... 22 Flag: 0x4 (valid:1 last:0)
WRP: 10 WRC: 03 RD: O CRC: OXAF ( ok )

WRC protected area: (I 27 | K 0] WRC 3)

## | data
N
00 | FB GA 01
O

L[ L i 1}
[E ]

+

Remaining write protected area: (I 30 | K30 | WRC 3 | WRP 10 WRP_LEN T7)

## | data | ascii

00 | 02 02 00 67 58 01 6D

1
T |

+

Remaining segment payload:

o
o

00 | 00 0O 00 00 00 00 0O
N

[
L
[
[
[
[
[
[
[=
[
[
[
[
[
[
[
[
[

I
—

Segment
Raw header.... OxBA 0x40 0x04 0OxCO
Segment len... 186 Flag: @x4 (valid:1 last:0)
WRP: 04 WRC: 04 RD: 1 CRC: OxFO ( ok )




Demos

17:27 & 2l 100%8

= Taginfo

* |dentifying a tag e

NXP Semiconductors

= IC Type
MIFARE DESFire EV2 (MF3D82)

* Cracking MIFARE ClassiC keys  pema

Type 4 Tag

= DESFire Applications

1 unknown application

* Reading Legic Prime { o
il B T
. £388
4
o e e

https://lab401.com/en-de/collections/rfid-tools
https://play.google.com/store/apps/details?id=com.nxp.taginfolite
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= G O O https://doegox.github.io/rfidpics/#!/see-through_hf 150% ©¢ © 0

NFC/RFID Gone Wild Gallery » See-through HF

PHILIPS
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= = i O B https://doegox.github.io/rfidpics/#!/see-through_If 150% ©7 ¥ O

NFC/RFID Gone Wild Gallery » See-through LF

2

Hitag

&

WSZ1 - DI
LL55L ° JEAL

T
g
@
7]
n
=

You want to contribute to this gallery? Just make a PR! See https://github.com/doegox/rfidpics
Powered by PhotoFloat
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e (& QO B8 https://doegox.github.io/rfidpics/#!/see-through_dual

NFC/RFID Gone Wild Gallery » See-through Dual

You want to contribute to this gallery? Just make a PR! See https://github.com/doegox/rfidpics
Powered by PhotoFloat

May 31, 2024 RFID Payment Systems - Gerhard Klostermeier - @iiiikarus

17



Broken systems

There will be no company names

There will be no detailed instructions

Fraud is illegal!

Don’t try this at your university/company without consent!
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System #1: (old) student ID cards

May 31, 2024
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System #1: (old) student ID cards

* Alotof universities/colleges have systems by the same company

* They were based on MIFARE Classic
(now widely replaced by MIFARE DESFire)

Money is stored in Value Blocks
Most other data is only protected by a simple checksum

Balance is not compared live with back end systems when shopping
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System #1: (old) student ID cards

* Did atalk onthe
student ID cards
back at GPN13

https://entropia.de/GPN13:Analyse_des_Studente
nausweises_und_daraus_resultierende_Hacks

* Yes, it was possible
to get free drinks
and access to every
room

Analyse - Konten - Beispiel

0x2204 — 0x422 — 1058 — 10,58€

Sektor 01
22040000DDFBFFFF2204000000FFOQFF
000000000000000000000000000000FFE
00000000000040F78B0O0O0O0O0O0O0O0O0O0O0O0O0OO

Kontostand (Value Block, redundant)

Uhrzeit (10:14)
Datum (05.07.2011) Letzter Einkauf (identisch zu Block 00)

Geratekennung Sektor 02 Letzte Aufladung

2148050707DBOA0OEQ00001C4000000C8

1B410B0707DBOF3200000000000086D5
5ESEOOSEQEO05BO9EOOSFOEOOOQO0003F
00000000000072D78800000000000000

03.06.13 Studentenausweis: Analyse und Hacks
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System #2: popular system/vendor

“Wide spread” solution found in many companies

Available with different card technologies
The one | checked used Legic Prime

Some systems don’t compare the balance live when shopping

Some systems are offline (e.g. vending machines)
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System #2: popular system/vendor

|

EUR 588,88
i BETRIEESBEREIT

=
q 1N07.2018 @ 1050

Ersatz- oder Fremdenkants.

&* Guthaben EUR 500,00

Ry

A A
B

Aufwertung
ausschlieBlich
tiber Lohn/Gehalt
mdoglich.
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System #3: infinite money without top up

* Legic Prime-based system

* Thereis a one byte checksum

Find the checksum algorithm: Legic CRC8

Find the data that are used in the checksum, e.g.
LegicCrc8(MCD, MSNO, MSN1, MSN2, WRC protected area, Remaining write protected area)

Manipulate data at will

* Creating a card with high balance was possible
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System #3: infinite money without top up

Better: Program the card to a cost center
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System #4: don’t know, don’t care

*  MIFARE Classic-based system

* No time to analyze it: don’t know, don’t care

1.

L S

Top up the card with 50€

Read the card & make a backup
Spend all the money

Restore the backup

Goto 3. & repeat
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System #5: give me back “my” money

MIFARE Classic-based system
Guest card can be obtained from an “vending machine”
Card can be toped up with money from an EC card

After the visit the remaining balance can be payed out to the bank
account of the EC card

Back end system does not throw an error when the payout is higher
than the amount initially loaded onto the card
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System #5: give me back “my” money

Sonstige Fitter
Gerat

Datum von  Datum bis  Beleghr

PL/Info ~-| GHalt ~| Betrag -~ GHneu - Sonstiges

2 0,95 -0,15 0,80

2 0,85 -0,15 0,80
#husz.EC-Karte 0,95 -0,95 0,00/ EC
0,95 -0,35 0,60
0,95 -0,35 0,60
0,95 -0,35 0,60
465 1,15 3,50
1,30 -0,35 0,95
1,65 -0,35 1,30
2,50 -0,85 1,85
335 -0,85 250
465 -1,30 335
5,00 -0,35 465
#EC-Karte 0,00 5,00 5,00/ EC

L I e I R L o o IR L IR ]
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System #6: the gift of free money

Gift cards at an Irish Pub

Can be toped up with freely a choosable amount before gifting

MIFARE Classic-based system

POS system does not track the gift cards and their balance
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L essons learned

Don’t use insecure RFID/NFC technologies
Use online systems (check balance with back end systems)

Be responsible! Get consent!
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Questions?

CONTACT:
X @iiiikarus - www.icaria.de - contact@icaria.de

Creative Commons Attribution-ShareAlike 4.0 International License, https://creativecommons.org/licenses/by-sa/4.0/
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