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Me

• Gerhard / ikarus
• Pentester, hacker, researcher, IT/HW/RF security enthusiast
• Especially interested in hardware hacking and wireless systems
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Agenda

• What is this talk about and what not
• RFID/NFC basics
• Some details about MIFARE Classic and Legic Prime
• Examples and anecdotes of broken systems
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What is this talk about

• What is it about
• RFID/NFC hacking
• Broken and old technologies
• Stories and lessons learned from analyzing proprietary systems

• What is it NOT about
• New and complicated hacks
• EMV (credit cards, giro cards, Google/Apple Pay, etc.)
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RFID/NFC basics

• RFID
• Radio-Frequency Identification
• Everything related to wireless identification

• NFC
• Near Field Communication 
• Collection of standards and technologies 

(passive 13.56 MHz RFID tags, typically ISO 
14443, ISO 15693, FeliCA)

RFID

NFC
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Some fundamental differences

• Frequency
• 13.56 MHz
• 125 kHz (+/-)
• ...

• Power
• Passive
• Active
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RFID/NFC technologies (extract)
13.56 MHz

• MIFARE Classic

• MIFARE DESFire EV1 / EV2

• MIFARE Ultralight / C

• Legic Prime / Advant

• NTAG 203

• Sony FeliCa

• ...

125 kHz (+/-)

• EM4xxx

• HID Prox

• Hitag 1 / 2 / S

• T55xx

• Viking

• FDX-B

• ...
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https://en.wikipedia.org/wiki/Near-field_communication#/media/File:NFC_Protocol_Stack.png
CC BY-SA 4.0, Erik Hubers

https://en.wikipedia.org/wiki/Near-field_communication#/media/File:NFC_Protocol_Stack.png
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MIFARE Classic
&

Legic Prime
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MIFARE Classic

• MIFARE is a series of chips by NXP (Classic, DESFire, Ultralight, etc.)
• Memory is divided into sectors and blocks
• Data can be protected with keys
• MIFARE Classic security is broken (since 2007!)
• MFC security got an updated around 2010 and was broken again 

around 2013/2015
• Proxmark3 (and other tools) can recover the keys
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MIFARE Classic
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Legic Prime

• Legic is a series of chips (Prime, Advant)
• Not compatible with NFC/smartphones, but 13.56 MHz
• Memory is divided into segments
• Legic Prime security is broken (since 2008!)
• Proxmark3 (and other tools?) can read/write data
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Legic Prime
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Demos

• Identifying a tag
• Cracking MIFARE Classic keys
• Reading Legic Prime 

https://lab401.com/en-de/collections/rfid-tools
https://play.google.com/store/apps/details?id=com.nxp.taginfolite

https://lab401.com/en-de/collections/rfid-tools
https://play.google.com/store/apps/details?id=com.nxp.taginfolite
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Broken systems

• There will be no company names
• There will be no detailed instructions

• Fraud is illegal!
Don’t try this at your university/company without consent!
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System #1: (old) student ID cards
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System #1: (old) student ID cards

• A lot of universities/colleges have systems by the same company
• They were based on MIFARE Classic

(now widely replaced by MIFARE DESFire)
• Money is stored in Value Blocks
• Most other data is only protected by a simple checksum
• Balance is not compared live with back end systems when shopping
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System #1: (old) student ID cards

• Did a talk on the 
student ID cards 
back at GPN13
https://entropia.de/GPN13:Analyse_des_Studente
nausweises_und_daraus_resultierende_Hacks

• Yes, it was possible 
to get free drinks 
and access to every 
room 

https://entropia.de/GPN13:Analyse_des_Studentenausweises_und_daraus_resultierende_Hacks
https://entropia.de/GPN13:Analyse_des_Studentenausweises_und_daraus_resultierende_Hacks
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System #2: popular system/vendor

• “Wide spread” solution found in many companies
• Available with different card technologies

• The one I checked used Legic Prime

• Some systems don’t compare the balance live when shopping 
• Some systems are offline (e.g. vending machines)
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System #2: popular system/vendor
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System #3: infinite money without top up

• Legic Prime-based system
• There is a one byte checksum

• Find the checksum algorithm: Legic CRC8
• Find the data that are used in the checksum, e.g.

LegicCrc8(MCD, MSN0, MSN1, MSN2, WRC protected area, Remaining write protected area)

• Manipulate data at will

• Creating a card with high balance was possible
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System #3: infinite money without top up

• Better: Program the card to a cost center
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System #4: don’t know, don’t care

• MIFARE Classic-based system
• No time to analyze it: don’t know, don’t care

1. Top up the card with 50€

2. Read the card & make a backup

3. Spend all the money

4. Restore the backup

5. Goto 3. & repeat
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System #5: give me back “my” money

• MIFARE Classic-based system
• Guest card can be obtained from an “vending machine”
• Card can be toped up with money from an EC card
• After the visit the remaining balance can be payed out to the bank 

account of the EC card
• Back end system does not throw an error when the payout is higher 

than the amount initially loaded onto the card
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System #5: give me back “my” money
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System #6: the gift of free money

• Gift cards at an Irish Pub
• Can be toped up with freely a choosable amount before gifting
• MIFARE Classic-based system
• POS system does not track the gift cards and their balance
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System #6: the gift of free money

Free drinks and all you can eat!
Me being ready 

for next
St. Patrick's Day
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Lessons learned

• Don’t use insecure RFID/NFC technologies
• Use online systems (check balance with back end systems)
• Be responsible! Get consent!
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Questions?

Creative Commons Attribution-ShareAlike 4.0 International License, https://creativecommons.org/licenses/by-sa/4.0/
𝕏 @iiiikarus · www.icaria.de · contact@icaria.de
CONTACT:

https://creativecommons.org/licenses/by-sa/4.0/
http://www.icaria.de/
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